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The architecture of systems dedicated to risk management is probably one of the more com-
plex tasks to tackle in the world of finance. Financial risk has been at the center of attention
since the explosive growth of financial markets and even more so after the 2008 financial cri-
sis. At multiple levels, financial companies, financial regulatory bodies, governments and
cross-national regulatory bodies, all have put the subject of financial risk in particular and
the way it is calculated, managed, reported and monitored under intense scrutiny. As a result
the technology underpinnings which support the implementation of financial risk systems has
evolved considerably and has become one of the most complex areas involving systems and
technology in the context of the financial industry. We present the main paradigms, require-
ments and design considerations when undertaking the implementation of risk system and
give examples of user requirements, sample product coverage and performance parameters.
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Introduction

The world of finance of today is an ex-
tremely complex habitat which has become
increasingly difficult to estimate, manage and
control. The complexity of the financial envi-
ronment, interactions and specifically finan-
cial products has become such that the most
sophisticated tools and systems are required
to be able to estimate, quantify, monitor and
ultimately control the complex parameters
used in estimating the risk associated to the
financial industry’s activities. This is a sub-
ject that can be extremely daunting to ap-
proach in a limited space but a very high lev-
el overview is nonetheless possible. Over the
past 30 years, the development and wide
spread of derivatives has triggered the re-
quirement for more and more complex ways
of pricing, organizing and managing such
products. Over the course of this time many
different approaches have been pursued,
some with more and others with less success.
Often the challenge in this space is defining
the type of risk measures that are to be con-
sidered as part of this effort. Since the ‘80s
one key measure of risk has been VaR, or
Value at Risk [5], which gave financial insti-
tutions a relatively both simple as well as
complex way of estimating risk associated
with financial instruments. While this meas-
ure is still wide-spread, its reliability and

“clout” has been greatly damaged by events
such as the failure of LTCM (Long Term
Capital Management) in 1998 as well as oth-
er significant events. While there is a meas-
ure of agreement in terms of ways to estimate
risk for some instruments, such as for ex. va-
nilla options [1] and by extension many other
similar derived products, many other finan-
cial products widely traded in the markets,
such as for ex. credit default swaps on mort-
gage securities, require such complex ap-
proaches and assumptions that make them
outright difficult and even dangerous, one
can say. To this extent, potent authors have
come out to speak about the subject of risk
and the way it is managed, or rather misman-
aged [6] [10]. Some of these authors have
predicted the events of 2008 and the reasons
for the collapse of some financial institutions
and the grand old establishment they had cre-
ated, but maybe predicting is not necessarily
the primary scope of this undertaking, rather
just attempt to express how complex and dif-
ficult this subject is and to show that it is
well deserved to consider that it is important
to understand risk, even if ultimately risk is
just that, risk, and may not be entirely possi-
ble to control, even if understood, as long as
the decision is to take that risk.

In an effort to build such systems some pio-
neers have emerged in the industry. Most of
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these pioneers came out of institutions such
as investment banks. A notable participant
may be JPMorgan, which decided to spin out
its risk platform and establish an independent
company using to products developed within
the company [8]. Of course that many other
institutions have either developed their own
internal solutions or have chosen to kick-start
their effort by buying an off-the-shelf prod-
uct which they then customized and adapted
either themselves or with the aid of the re-
spective system vendors (ex. of vendors
Misys Sophis, Imagine, Sungard Fron-
tArena). To give an estimate on the size of
the effort involved, some of the institutions
the author had access to estimate that the risk
platforms implementations have taken more
than one iteration to implement, in some cas-
es three or four, and costs ranged from tens
of millions USD into hundreds of millions,
over the years. Considering the importance
and sensitivity of the functions these systems
are providing they can be highly sophisticat-
ed and tend to require a number of years of
effort to have implemented. Not once, the
difficulty, time and costs required may cause
such implementation efforts to fail and lead
many times to systems that are inconsistent,
partially finished and which do not cover the
entire area of the business on the relevant
verticals and horizontals (meaning front to
back and across business lines). As a result
the task of managing the risk becomes ex-
ceedingly complex and many a times a bal-
ancing act between complexity, accuracy and
feasibility versus usefulness.

2 Elements Governing Risk Management
and the Systems Supporting This Function
To analyze today’s context in entirety we
need to recognize that the financial industry
of today operates in a complex environment
with global markets. Institutions need to have
the ability to manage risk across products,
asset classes, geographies, customer seg-
ments and functional departments. Institu-
tions that lack this ability can suffer extreme-
ly significant damage, in some instance ter-
minal for the respective institutions. A re-
search from the Tower group [11] argues that
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these new standards will mean that sizeable
investments will be needed in systems able to
deal with this complexity. This will be more
so the case with large global institutions that
have a stronger appetite for risk. According
to the report, investment in technology de-
velopment for risk management in the finan-
cial services industry outpaces other infor-
mation technology spending as it was report-
ed to have been estimated to above USD 21
billion in 2005. After the financial crisis of
2008 and the resulting increase in the level of
oversight and risk management required
these numbers have surely increased signifi-
cantly but as of now conclusive numbers are
yet to be found. As part of this development
in enhancing the risk systems, financial insti-
tutions also need to invest in systems in a
manner that allows improving business value
and reducing capital requirements and lowers
overall exposure.

In this context the high level drivers for such
systems include access to real-time and accu-
rate market information as well as a highly
flexible framework allowing quick integra-
tion into the company’s existing infrastruc-
ture.

There are many types of risk that need to be
tackled as part of the risk management func-
tion and these include systematic risk (credit,
operational, market, and interest rate risks)
and unsystematic risk (business and financial
risks). In this paper we will be dealing with
systematic risks that can be measured using
analytical or stochastic methods.

There are a variety of aspects that need to be
taken into account when considering a suita-
ble architecture for a cross platform risk plat-
form. The aspects considered are all im-
portant, if in different degrees, and the ability
to satisfy them of course also important in
varying degrees. At a high level an important
consideration needs to be given to the gov-
ernance aspects of risk management, given
that the governance model will ultimately de-
termine the level of complexity, product cov-
erage and cross usage by various departments
(front office, operations, product control,
market and credit risk, else). At a very high
level it is important to establish a risk man-
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agement philosophy. As part of this philos-
ophy some of the main attributes may vary
significantly depending on the risk appetite
and culture of the company. For the purpose
of our architectural considerations we will
assume that the business has to maintain rela-
tively tight risk metrics which largely need to
be delivered in real time, or quasi real time,
depending on the product set and markets
covered. In no particular order, tight risk
management means that there is a need to re-
strict the size of the individual manager (or
group, smaller or larger) directional bias; it
has to maintain well defined, monitored and
acted upon drawdown limits; and that, as we
mentioned, these measures need to be main-
tained in as much as possible on a real time
basis. In terms of the senior managers re-
sponsibility, these may include allocation of
capital to portfolio managers and strategies,
depending on how these are defined in the
institution; monitor and oversee various lev-
els of portfolio managers; and monitor and
approve trading limits; also potentially man-
age global even risk books to hedge signifi-
cant events.

As part of the assessments required to estab-
lish the major areas important for the risk
management in a financial institution, it is
important for the system architects to involve
the business community in the respective or-
ganization. The best way to do that is to have
them provide feedback in the form of ques-

tionnaires or direct discussions. For the pur-
poses of this study we used a questionnaire
based approach implemented in one of the
major multinational investment banks. The
main governing considerations included in
this process were: importance of an integrat-
ed workflow across execution and risk man-
agement systems; risk management function-
ality requirements in terms of priorities main-
ly involving risk diagnostic-predictive analy-
sis-hedging and portfolio analysis; historical
data and performance measurement require-
ments; cross products and cross regional re-
quirements; overall existing risk management
systems assessment. The major findings as
part of the study distilled down to: confirm-
ing the requirement for an integrated plat-
form for execution and risk management;
confirming the requirement for a consolidat-
ed cross-products trading risk management
platform; strong feedback specifically from
some business functions around redundancy,
limited functionality and unreliable state of
current platforms; confirming the list of re-
quirements (such as historical trends and
charting, better risk sensitivities P&L ex-
planatories, factorial P&L explanatories and
stress, pre- and post- what-if analysis on
strategies and portfolios, performance analy-
sis, correlations between strategies and
books, back-testing).

We present the number of execution systems
used in the institution at the time (Fig. 1).
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Fig. 1. Average number of execution systems used
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We also present the average number of risk  (Fig. 2).
systems used in the institution at the time
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Fig. 2. Average number of risk management systems used

We further present the most frequently traded  gion and asset class (Fig. 3).
(in terms of number of users) products by re-
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Fig. 3. Number of users trading certain product types by region

Table 1 presents the result of the survey in terms of percentages of user’s opinions.
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Table 1. Survey results

Diagnostic Analysis

Absolutely Neces-

sary Indifferent Not Important

Question Traders | Managers | Traders | Managers | Traders | Managers
Risk Sensitivities
(delta, gamma, vega,
rho, credit 01, divi-
dends) by underlying
/ strategy 78% 84% 6% 6% 2% 0%
PNL by strategy 62% 71% 18% 16% 1% 3%
Liquidity Risk 52% 52% 19% 26% 9% 6%
PNL Explanatories
via risk sensitivities 46% 45% 15% 16% 5% 13%
Factor Based PNL
explanatory 42% 39% 19% 26% 4% 13%
Other Sensitivities
(skew, correlation...) 38% 32% 23% 19% 3% 13%
Bucketed sensitivities
by Term and Strike 26% 29% 25% 19% 9% 13%
Counterparty client
risk 9% 10% 37% 26% 13% 26%
Predictive Analysis
(what-if)

Absolutely Neces-

sary Indifferent Not Important

Question Traders | Managers | Traders | Managers | Traders | Managers
Pre-set stress scenari-
os for price and vola-
tility 54% 58% 14% 13% 1% 6%
Pre-set stress scenari-
os std deviation 42% 35% 21% 19% 2% 10%
Flexible stress scenar-
i0s (pick your own
shocks and dimen-
sion) 39% 35% 22% 23% 2% 6%
Factor based stress
analysis 29% 35% 23% 23% 7% 13%
Marginal new trade
analysis for stress
analysis 29% 29% 23% 23% 5% 13%
Marginal new trade
analysis for risk sen- 28% 26% 29% 26% 4% 10%
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sitivities

Marginal new trade
analysis for VAR at-
tribution

23% 26%

28% 26% 7% 13%

Issuer specific stress

scenarios (GAP risk) 17% 23%

34% 26% 6% 16%

Marginal new trade
analysis for Balance
Sheet analysis

16% 6%

35% 45% 6% 13%

Hedging and Portfo-
lio Analysis

Absolutely Neces-
sary

Indifferent Not Important

Question Traders | Managers

Traders | Managers | Traders | Managers

Delta Equivalent ex-
posure with respect to
multiple equity
benchmarks

60% 45%

13% 29% 2% 3%

Correlations between

Strategies 40% 45%

19% 16% 4% 10%

Vega/notional equiva-
lent exposure with re-

spect to options 39% 42%

17% 19% 4% 3%

Correlations between

Books 27% 35%

31% 19% 2% 10%

Correlations between
Regions

21% 19%

27% 26% 5% 19%

In terms of high level results of the survey
the main pressure points for the institution
can be categorized as: consistency and stand-
ards (pricing, market data, product definition,
hierarchies); reliability (global real-time
complete positions and risk); flexibility (mul-
ti-asset and cross-regional; desk-top integra-
tion, drill-downs, slicing the hierarchies &
product definitions, Histories); scale and ca-

pacity (volume insensitive platform); sophis-
tication (360 degrees of risk coverage; inte-
grated with trader workflow); operational
safety (single trade entry, trade life-cycle
workflow).

We present a summary of the target trading
risk architecture as emerging from the survey
in Table 2.

Table 2. Trading Risk Architecture

Architecture layer User Requirement Functionality
Global Aggregation Global Scenarios Hlstorlcal Worst Case Stress scenar-
Heads 108
Factorial Stress
Macro Hedges Hedge Equivalents for Delta and
Vega trades
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Aggregation

Global View

Regional and Desk
Aggregation

Regional
Heads

Concentrations

Concentrations: Sensitivities, Li-
quidity, Country and Sector

Non-equity Exposures and Concen-
trations

Macro Hedges

Hedge Equivalents for Delta and
Vega trades

Risk Budgeting

Cross Businesses/Strategies correla-
tions

Aggregation

Complete Regional View

Aggregation

Desk
Managers

Limits

Limits: Position/Sensitivities/Credit,
Drawdown

Accountability

Traders

VAR Limits: Trader, Business

Performance Meas-
urement

Balance Sheet Usage vs Limits

Performance
Metrics

Performance vs Budget, Reserves
analysis

Specification of Target Bench-
marks: Opportunity Sets

Capital Allocation vs Actual Usage
and Performance

Budgeting

Trader Business Plan

Adding Risk

Traders

Marginal Trade

What-If Exposure/Stress

What-if (Pre-trade)

What-If Net Balance Sheet

Marginal VAR, Risk Equity

Strategy Crea-
tion

Access to market data, volumes, In-
dex historical/realized corr

Utilizing Forecasted Returns

Managing Risk

Traders

P&L

P&L: Trading P&L, Commissions,
Dividends, Carry

P&L, P&L Explanation via sensitiv-
ities by Underlying and Strategy

Factor Based P&L Attributions

Market & Cred-
it Risk

Sensitivities: Delta, Gamma, Vega,
Theta, Rho, Credit 01, Dividends

Sensitivities cont’d: Correlation,
Skew/Kurtosis, 2nd and 3rd order

Bucketing Sensitivities by Term and
Strike

Hedge Equivalents wrt Market Ex-
posure & Other Benchmarks

Liquidity Risk

Counterparty Credit Risk Concen-
trations (OTC)
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. Scenarios for P&L/Risk: Price, Vol,
Scenarios e :
st deviations, Correlation
pH(;:;)ry & Re- Intra-day, EOD History
Pre-canned & Ad-hoc Reporting
Drill Downs Slicing information by Strate-
and Trends gy/Product/Risk/P&L/Hierarchies
Trends Analysis on any data point
Maintaining Risk Traders Positions Real-time and reliable
Support
and Con- Reliable
trol
EOD History
Reconciled
Trades Complete Trade De.ﬁni'tion (incl.
Agency — Risk — Principle)
Adjustments
History
INFRASTRUCTURE | Pricing Models

Market Data (Feeds, Surfaces, Curved, Decompositions)

Product Definition & Description (Type, Contract Data, CCY,
Cpty/Client; etc)

Corp Act: (Trade Life-Cycle)

An important consideration when implement- these systems a sample list of products to be
ing a cross-platform risk management system covered. This is of course not exhaustive but
is the product coverage required for each of it should give a good idea of what is required
the strategies/business lines. As such we in- for a decent coverage across a number of ma-
clude in the “must-have” considerations for jor strategies (see Table 3).

Table 3. Financial Products by Strategy and Business Line

Business Line Strategy ‘ Financial Product
Macro Trading Rates Caps/Floor
IR Swaps
Swaptions
OIS

Basis swaps
Index Swaps
Asset Swaps
Repos

Cash bonds
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Listed Futures
Listed Options

FX

Spot
Forward
Options

Equities

Listed Futures
Listed Options

Commodities

Listed Futures

Credit Trading FX
Credit
Rates

NDF

CDS

IR Swaps
TRS

Cash Bonds

Equity Volatility Trading | Listed

Futures
Options
Stocks

OTC

Options
Var Swaps
Correlation
Spot FX
NDF

Special Situations Busi-
ness

OTC

"Loan Mezzanine"

Long/Short Business Eq. cash, Futures, Options

Convertibles

Convertible Bonds

Cash Equity

Listed Derivatives

Sovereign and Corporate Cash
Bonds

OTC Equity Options

Equity Swaps

ASCOT

CDS

In terms of performance requirements that
the system needs to satisfy, they can of
course vary widely, but for a reasonable set
of parameters we can make a certain number

of assumptions in order to satisfy the needs
of a medium to large size business based in
multiple locations across the globe (see Table
4).

Table 4. Performance Parameters

Number of front-office users in each location (trading and sales) 50
Number of middle and back office users in each location 50

Max number of positions per location 5,000
Max. number of positions globally 20,000
Max. number of trades per day globally 10,000
Max. calculation cycle for real-time risk management (Vanillas) 10 seconds
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Max. calculation cycle for real-time risk management (Exotics) 5 minutes
Max. number of overnight stresses 1,000,000
Max. total overnight stress calculation time (2 data-centers) 2 hours
Max. total overnight stress calculation time (1 data-centers) 4 hours
Restart time of calculation server 5 minutes
Restart time of client front-ends 30 seconds
Restart time of Excel Add-In/XLL 10 seconds
Max. delay of merge replicated data (LN to NY, NY to TK/HK) 30 seconds
Max. delay of merge replicated data (LN to TK/HK) 60 seconds
Max. downtime, once any system failure has been identified (trading hours) | 5 minutes
Target latency from spot price ticking to change in risk hitting desktop 1 second
(stock position, implies processing overhead of calculation server)

Max calculation engine servers per calculation server 25

3 Risk Management System Design

A risk system engine is a system with a num-
ber of core components that collaborate and
react to external events and perform required
actions. Some of the core functions of the
system include the ability to keep track of all
the activities executed as part of the trading
operation, the ability to track the most cur-
rent risk profile as well as the “as-of-date”
status at some point in the past (in case an
analysis needs to be performed, which is in-
variably the case), support for a superset of
all the products traded in the relevant target
business aria (which can become very chal-
lenging for a truly cross-asset system) and
the capability to continuously evolve in line
with market evolutions and indeed the ability
to support continuous change (in case a new
product requires to be traded on very short
notice, as again is indeed the case on a fairly
constant basis). In order to support such
functions the system requires a complex in-
frastructure, made even more complicated by
the requirements of the Sarbanes-Oxley acts
which enforce complete auditing. In day-to-
day operations a risk system allows continu-
ous updates to its position status (both from
manual as well as automated sources), up-
dates the pricing data from the markets, uses
relevant pricing and risk models and outputs
the required updates in prices and positions.
Simultaneously the system needs to be re-
sponsive enough so as to allow for ad-hoc
user commands. By implementing these
functions the risk system executes the actions
needed such as estimating risk explanatory
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parameters for PnL, recalculating affected
positions and keeping in line with the chang-
ing underlying prices and associated markets.
The types of actions and events that a risk
system supports and provides include: sup-
port for both simple (one-off parameters
changes, such as spot level for ex. to allow a
what-if scenario simulation) as well as com-
plex user operations (such as executing sce-
nario ad-hoc simulations during market
hours), support for continuous system status
changes resulting from market price updates,
trade events (both manual and automates
fills), user driven events (changing the pa-
rameters such as credit spreads, volatility, in-
terest rate, dividends), as well as general sys-
tem events (market status, system health
states, network links). A central component
of the risk system is the pricing library which
needs to cover all product types [2] [3] [4].
While the spectrum of possible actions for a
risk system tends to be quite exhaustive, a
summary of the possible actions taken as a
result of reacting to these events include:
evaluation of fair values (either marked-to-
market or marked-to-fair), calculation of var-
ious parameters relevant for each instrument
type, generally calculating individual product
based and overall exposures as well as updat-
ing the latest status to the user and present in-
formation required for hedging [9].

To support this complexity the designers of
risk systems need to contend with an escalat-
ing set of requirements that need to be satis-
fied. In the first place, in order for such a sys-
tem to have any chance of success, it needs
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to consider the disparate and sometimes con-
flicting lists of requirements that the various
business functions will need from the system
across front office, middle office (opera-
tions), risk functions (market and credit risk),
reporting and compliance functions. In a tru-
ly global system such as the ones used by
multinational investment institutions a risk
system may have thousands of users that it
needs to support across a variety of business
areas. To support such functions the system
needs to be able to clearly and accurately re-
flect product specifications in such a way that
once implemented it requires only minor
changes to add a new product type. A global
system needs to be able to support potentially
millions of computations, which are due to
changes in parameters (volatility, interest
rates, dividends, and correlations) or events
such as transactions. In order to support this,
the system requires a distributed architecture
that consists of networked workstations or
servers on a large scale (1000’s of CPU’s).
Of course that such a system needs to be able
to deal with and support multiple currencies
and users located in different locations. For a

brief description a risk management software
packages include the following components:
credit risk measures, models, and exposure
simulation; market risk measures, models,
and exposure simulation; fraud risk
measures, models, and exposure simulation;
Value-at-Risk, historic simulation, and Mon-
te Carlo simulation; "Greek" risk calculators
(beta, delta, gamma, vega, theta, rho); in-
strument coverage (such as fixed income, eq-
uities, commodities, derivatives); modeling
& scenario generation; stress testing and time
simulations; APIs and toolkits for interfaces
to other systems; spreadsheet add-ins [7].

4 Risk System Architecture

The general architecture of a risk system may
be designed in a modular way and can be
configured to support a dedicated set of in-
struments, functions and user groups (dedi-
cated business targeting, or cross-asset im-
plementation) on one side as well as being
deployed to support a local business or in-
deed a truly global implementation for multi-
national institutions [12].

@ / Front End N i
Sales Web Front End Core App Trading
> &
/> (]
08 =
\ W Core Services | ‘
" . Calculation Engine
Positions Engine & Pricing Models
p , , ‘ ar
Underlying Spot Prices
Instrument Static /\_[\ Dynamic Data Database Downstream Feeds
Data Volatility Risk
Exc hanges Dividends Operations
Yield Curves Finance
Repo Credit
Correlation Compliance
— =

Manual Update Data Feeds

System Monitor

Fig. 4. Risk System Architecture
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There are several layers of components to be
taken into consideration, as well as the way
they interact and exchange information. One
of the core considerations for the architecture
is the workflow that each product needs to go
through, as in such a system there are several
roles involved (front office (trading, sales,
structuring), operations, product control, risk,
compliance, treasury, margining, collateral
management, reporting, etc.) and in quite a
large number of the deals involved multiple
parties need to be involved to ensure a given
deal is processed correctly.

The core components include the position
engine, the calculation engine and pricing
models which are responsible for calculating
the fair values for all the products. Specifi-
cally the calculation engine needs to aggre-
gate all the data required (instrument static &
dynamic data) in order to provide it to the
pricing models in a load-balanced way. For
Monte-Carlo valuation models the calcula-
tion engine also performs the functionality
required to support distributed Monte-Carlo
models. The position engine maintains an ac-
curate account of all the positions during the
entire life of a position, including post-
expiration, such that the data can be retrieved
even at a later time when the position is not
actively traded anymore. In order to support
this all positions and marks are maintained,

each trade is accounted for at all times, and
records are maintained in a currently active
database and then migrated to an archive
when they are not active anymore. The in-
strument static data service stores and man-
ages a full description of all the data that rep-
resent the contractual details for the products
that the system risk manages. The dyrnamic
data services stores and manages the respec-
tive data for each of the underlying instru-
ments for the products supported by the sys-
tem. The data may be maintained manually
or using automated feeds from external pro-
viders. The dynamic data required includes
volatility surfaces, dividends (cash and/or
yields), yield curves (for each relevant cur-
rency), repo curves and correlation sets.
Multi-site implementation: In the case of
large financial institutions which require
spreading of risk across regions as well as
aggregation of risk centrally the architecture
of the risk systems needs to support such de-
ployments. The technology approach may in-
clude either message, database or other type
of replication in terms of data distributions as
well as rules based workflows for maintain-
ing the relevant static and dynamic data (in-
struments, volatilities, dividends, correla-
tions, else, in the primary locations for the
respective products).

db and/or message replication

London

> g

New York

Hong Kong

Fig. 5. Global Deployment

5 Conclusions

This paper presents a brief description of the
modern landscape involving risk manage-
ment, explains how risk systems are imple-
mented and what the main requirements for
such systems are, presents the impact that the
financial markets upheavals have had over
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this area of technology and how it has creat-
ed an increased need for even more sophisti-
cated risk systems in the financial industry.

The use of financial risk systems is a grow-
ing area. The need for increasingly sophisti-
cated risk systems has been growing globally
and has become of paramount importance
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especially after the 2008 financial crisis. The
practice is for many large financial institu-
tions to implement their own proprietary sys-
tems. As the requirements for new risk
measures and monitoring increasing we can
expect that this trend will continue. Vendors
however also have their very important role
to assist mid and small sized institutions with
providing a robust risk management platform
while the providers can help in a significant
way by collating the requirements and offer-
ing advantages of scale.

One extremely important aspect in the estab-
lishing of the risk management architecture is
to consult the target business community or
the “target audience” for the risk manage-
ment systems being developed or enhanced
and making sure that the main requirements
and considerations are taken into account
well in advance of establishing the system’s
main architectural framework. This is im-
portant in the case of any system but it is
even more so in the case of systems like a
risk management system whose development
cycles and shelf life may be more than 10
years, and in some case much more into 15-
20 years.
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